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Abstract−The development of digital technology has driven significant transformations in risk management within the financial 

sector, including Islamic finance. The integration of Artificial Intelligence (AI) and Big Data enables financial institutions to conduct 

risk analysis more quickly, accurately, and data-driven, while also supporting compliance with Sharia principles. This research aims 

to systematically examine the application of AI and Big Data in Islamic financial risk management and identify the challenges and 

directions for its development. The method used is a Systematic Literature Review (SLR) of relevant scientific publications from the 

period 2020–2025. The study results indicate that the utilization of AI and Big Data can improve the accuracy of financing risk 

prediction, strengthen fraud detection, and enhance the efficiency of Sharia compliance monitoring thru automated transaction and 

contract analysis. However, the implementation of this technology still faces a number of challenges, particularly regarding ethical 

issues, data security and privacy, potential algorithmic bias, and limitations in the transparency of AI models. Therefore, this research 

proposes a conceptual framework that integrates Explainable AI (XAI) and data governance based on the principles of maqasid al-

shariah. The contribution of this research lies in its effort to bridge digital technology innovation with Sharia values in order to 

support transparent, accountable, and sustainable Sharia financial risk management. 
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1. INTRODUCTION 

The development of digital technology in the last two decades has fundamentally changed the landscape of the global 

financial industry. Artificial Intelligence (AI) and Big Data are the main drivers of this transformation due to their 

ability to process large-scale data, detect risk patterns, and support rapid and accurate decision-making (Deloitte, 2022; 

Alam & Gupta, 2024). In the banking and financial services sector, this technology has proven to improve operational 

efficiency while also enhancing system resilience against increasingly complex financial risks (Hassan & Ali, 2023). 

As the global Islamic financial industry grows, the need for adaptive and technology-based risk management 

systems becomes increasingly urgent. Islamic finance has unique characteristics because it not only faces conventional 

financial risks but also Shariah compliance risk related to the prohibition of usury, gharar, and maysir (IFSB, 2023; 

Sukmana et al., 2024). Therefore, the application of AI and Big Data in Islamic finance cannot be separated from the 

principles of justice, transparency, and social responsibility, which are the main foundations of the Islamic system 

(IsDB, 2021). 

Various international studies show that AI, particularly thru machine learning and deep learning, is capable of 

improving the accuracy of financing risk predictions and reducing the rate of Non-Performing Financing (NPF) at 

Islamic banks (Hassan & Ali, 2023; Kusnadi et al., 2023). On the other hand, Big Data Analytics enables Islamic 

financial institutions to monitor operational risk, market risk, and liquidity risk in real-time by integrating internal and 

external data (Rahim & Noor, 2022; Koswara, 2024). 

Beside improving technical efficiency, AI and Big Data also play a crucial role in strengthening Sharia 

compliance oversight. Technology such as Natural Language Processing (NLP) has been used to analyze academic 

documents and transactions to automatically detect potential Sharia violations (Ahmed & Rustam, 2021; Shalhoob & 

Babiker, 2025). This approach is considered capable of accelerating the Sharia audit process and reducing the risk of 

human error, which often arises in manual oversight systems (Nawaz, 2025). 

However, the literature also highlights various serious challenges in the implementation of AI and Big Data in 

Islamic finance. Issues of technology ethics, data security and privacy, and the potential for algorithmic bias are of 

major concern because they can lead to unfair and unaccountable decisions (Qasim & Fauzi, 2023; Khan, 2025). This 

challenge becomes increasingly complex considering that Sharia principles demand clarity (transparency) and 

accountability in every financial decision (Alam & Gupta, 2024). 

The limited transparency of AI models (the black box problem) is also an obstacle to the implementation of 

digital technology in Islamic financial institutions. Shariah Supervisory Boards and regulators need systems that can 

clearly explain and audit the basis of algorithmic decision-making (Zafar & Ali, 2025; Jokhio & Jaffer, 2025). In this 

context, the concept of Explainable AI (XAI) began to be introduced as a solution to bridge the needs of modern 

technology with the demands of Sharia accountability (Nawaz, 2025). 

On the regulatory and institutional side, there are still policy gaps regarding the utilization of AI and Big Data in 

Islamic finance, especially in developing countries. Many jurisdictions do not yet have ethical and governance standards 

for technology that specifically regulate the use of AI within the framework of maqasid al-shariah (Khan, 2025; Zafar & 
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Ali, 2025). Additionally, the limited human resources who understand both technology and Sharia principles pose a 

significant structural challenge (Syedna et al., 2024). 

Based on these conditions, this research is important to comprehensively examine how the integration of AI 

and Big Data can strengthen Islamic financial risk management without neglecting Islamic values. Unlike previous 

research that tended to focus on technical aspects, this study emphasizes an integrative approach that combines digital 

technology, risk governance, and the principles of maqasid al-shariah thru an Explainable AI framework. Thus, this 

research is expected to provide theoretical and practical contributions to academics, regulators, and Islamic financial 

institutions in building a modern, ethical, and sustainable risk management system. 

3. RESEARCH METHODS 

Research Methodology This study employs a qualitative-descriptive approach with the Systematic Literature Review 

(SLR) method to comprehensively examine the development of Artificial Intelligence (AI) and Big Data applications in 

Islamic financial risk management. The SLR method was chosen because it can present a systematic, transparent, and 

replicable scientific synthesis in identifying research trends, key findings, and research gaps (Tranfield et al., 2003; 

Kitchenham & Charters, 2007). The SLR process follows the PRISMA guidelines, which include the stages of 

identification, screening, eligibility assessment, and analysis of relevant scientific articles (Moher et al., 2009). Data 

sources were obtained from reputable national and international journals indexed by Scopus, Web of Science, and 

SINTA, as well as official reports from international institutions such as the Islamic Financial Services Board (IFSB) 

and the Islamic Development Bank (IsDB).  

The analyzed articles are limited to publications from the period 2020–2025, focusing on the application of AI, 

Big Data, and Islamic financial risk management. Inclusion criteria include articles discussing financing risk, 

operational risk, market risk, and Sharia compliance, while articles irrelevant to the Sharia context are excluded from 

the analysis. Data were analyzed using thematic content analysis to group findings into key themes such as risk 

prediction, Sharia compliance audits, Explainable AI (XAI), and technology governance (Braun & Clarke, 2006; Alam 

& Gupta, 2024). This approach allows research to construct an integrative conceptual framework that systematically 

and academically connects technological innovation with the principles of maqasid al-shariah. 

Literature Review Risk management in Islamic finance aims to identify, assess, and control risks while 

maintaining compliance with Islamic principles. The Basel II framework, as adapted by the Islamic Financial Services 

Board (IFSB, 2023), emphasizes the importance of incorporating operational, financing, market, and Shariah risks into 

an integrated supervisory system. In the digital context, the Technology Acceptance Model (TAM) theory and the 

Technology–Organization–Environment (TOE) framework explain factors influencing technology acceptance, such as 

usefulness, ease of use, organizational support, and the regulatory environment. AI enables large-scale financial data 

analysis using machine learning and deep learning algorithms. Meanwhile, Big Data supports risk analysis based on 

four key characteristics (volume, velocity, variety, and veracity). Some recent studies show positive developments: Cao 

et al. (2024) introduced RiskLabs, a Large Language Model (LLM) capable of predicting financial risk with high 

accuracy. Amin & Rahman (2023) found that Big Data Analytics increased the efficiency of Sharia compliance audits 

by up to 30%. Kusnadi et al. (2023) proved that the application of machine learning in Indonesian Sharia banks can 

reduce Non-Performing Financing (NPF) by up to 10%.However, the literature also notes limitations: the lack of AI 

models that explicitly consider halal-haram principles and the absence of AI ethical standards in Islamic finance. 

The development of digital technology has prompted Islamic financial institutions to adopt more advanced 

analytical approaches in risk management. One widely researched approach is the use of AI in modeling financing risk 

based on customer behavior. A study conducted by Hassan & Ali (2023) shows that machine learning algorithms can 

improve the accuracy of predicting non-performing loans by more than 20% compared to traditional scoring methods. 

This finding indicates that AI is capable of providing a more comprehensive risk assessment by leveraging historical 

data and transaction patterns in real-time (Hassan & Ali, 2023). 

Beside AI, the utilization of Big Data is also a key focus in strengthening the management of Islamic financial 

risk. Research by Rahim and Noor (2022) found that Big Data analysis in Islamic banking can accelerate the process of 

monitoring liquidity and operational risks thru the integration of internal and external data. The study confirms that Big 

Data is not only a tool for monitoring risks, but can also provide strategic insights for management in formulating 

financing policies that are in accordance with Sharia principles (Rahim & Noor, 2022). 

On the regulatory side, international organizations are also starting to promote the application of digital 

technology in risk governance. An Islamic Development Bank (IsDB) report confirms that integrating AI and Big Data 

can strengthen the Shariah Governance Framework by providing automated audit mechanisms for financial transactions 

and contracts. According to the IsDB (2021), the implementation of this technology not only improves the accuracy of 

Sharia audits but also accelerates the process of identifying potential Sharia violations in financing systems. This is 

important considering that Sharia compliance is a key element that distinguishes Islamic financial institutions from 

conventional ones (IsDB, 2021). 

However, the literature also highlights a number of new risks arising from the use of this technology. Research 

by Qasim and Fauzi (2023) emphasizes that the lack of transparency in AI algorithms can pose risks, such as financing 

decisions that are difficult to explain to regulators and the Sharia Supervisory Board. Additionally, data security issues 
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are a critical concern due to the increasing use of large-scale customer data. The study recommends the need for ethical 

technology standards aligned with the objectives of Islamic law to ensure digital innovation remains within the 

framework of Sharia (Qasim & Fauzi, 2023). 

In addition to these various positive findings, the integration of AI and Big Data also drives improvements in 

risk management quality thru a more adaptive predictive approach. Traditional risk models tend to be static and rely on 

assumptions that often fail to capture the dynamics of modern markets. However, with AI and Big Data technology, 

Islamic financial institutions can implement dynamic, continuously learning risk models that can adjust predictions in 

real-time based on changes in economic conditions and customer behavior. This approach allows financial institutions 

to detect early signs of financing risk, market risk, or operational risk more quickly than manual methods. 

Furthermore, this technology helps improve decision-making integrity by reducing the potential for human error 

and strengthening the objectivity of analysis. This is very important considering that Islamic financial institutions have a 

moral and legal responsibility to ensure that every financing decision complies with the principles of justice and does 

not cause harm to any party. For example, thru Big Data analysis, financial institutions can assess the viability of the 

halal business sector, map industry risks, and more accurately identify Islamic economic trends. 

However, strengthening digital risk management still requires mature policy support and governance standards. 

Without clear guidelines, the use of AI actually has the potential to create new uncertainties, particularly regarding data 

protection and decision transparency. Therefore, the development of AI ethical standards based on the maqasid al-

shariah is becoming increasingly urgent to ensure that technological innovation truly supports the goals of Sharia in 

maintaining the sustainability and justice of the Sharia financial system. 

3. RESULT AND DISCUSSION 

3.1 Results 

The bibliometric analysis in this study was conducted using VOSviewer software to map the development and patterns 

of research related to the integration of Artificial Intelligence (AI) and Big Data in Islamic financial risk management. 

Bibliometric data were obtained from scientific articles published between 2020 and 2025 that are indexed in 

internationally and nationally reputable databases. The analysis focuses on keywords, the interconnections between 

concepts, and the intensity of research topics evolving in the literature. 

 

Figure 1. Network Visualization 

The network visualization results show the formation of several interconnected main clusters. The first cluster is 

dominated by the keywords Artificial Intelligence, machine learning, risk management, and Islamic banking, 

representing the research focus on utilizing AI for financing risk prediction and reducing Non-Performing Financing 

(NPF). The second cluster centers on Big Data, data analytics, fraud detection, and operational risk, illustrating the role 

of Big Data in strengthening operational risk monitoring and detecting transaction anomalies. Meanwhile, the third 

cluster highlights the keywords Shariah compliance, Shariah governance, and Islamic finance, indicating the literature's 

focus on Shariah compliance aspects in the application of digital technology. 
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Figure 2.Overlay Visualization 

The overlay visualization results show a shift in research focus from basic issues like the digitalization of Islamic 

banking toward more advanced topics. Keywords such as Explainable AI, Shariah audit automation, and ethical AI 

appear in brighter colors, indicating that these topics are the latest research trends. This finding indicates growing 

academic attention to algorithmic transparency and AI decision-making accountability in the context of Islamic finance. 

 

Figure 3. Density Visualization 

Next, the density visualization shows that the areas with the highest research density are in the combination of 

AI, risk management, and Islamic banking topics. Lower but growing density is seen in the topics of Explainable AI 

and Shariah-based data governance, indicating that these areas are still relatively new and have significant potential for 

further research development. Thus, the results of the VOSviewer analysis confirm that although research on AI and 

Big Data in Islamic finance has grown rapidly, studies that comprehensively integrate technological, ethical, and 

maqasid al-shariah aspects are still limited. 

Overall, this bibliometric analysis indicates a significant increase in research on AI and Big Data in Islamic 

financial risk management over the past five years, with the direction of development increasingly leaning toward 

transparency, Shariah governance, and the application of Explainable AI. These findings strengthen the position of this 

research as an effort to fill the research gap by offering an integrative approach based on Shariah-Compliant 

Explainable AI. 

3.2 Discussion 

The results of the bibliometric analysis using VOSviewer show that the integration of Artificial Intelligence (AI) and 

Big Data in Islamic financial risk management is a rapidly developing research area in the last five years. This finding 

aligns with the increasing adoption of digital technology in the global financial industry, which demands more adaptive 

and predictive risk management systems (Deloitte, 2022; Alam & Gupta, 2024). In the context of Islamic finance, this 

development marks a shift from traditional risk management approaches toward data-driven and intelligent algorithm-

based approaches (Hassan & Ali, 2023). 
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The dominance of the AI and risk management clusters in the network visualization indicates that the main 

research focus is still on improving the accuracy of financing risk prediction and reducing Non-Performing Financing 

(NPF). Several empirical studies have proven that the application of machine learning in Islamic banks can significantly 

improve the quality of risk assessment compared to conventional methods (Kusnadi et al., 2023; Noer Rahmi et al., 

2024). This indicates that AI plays a strategic role in supporting the financial stability of Islamic institutions, especially 

amidst global economic uncertainty (Hassan & Ali, 2023). 

Beside AI, the role of Big Data in risk management is also prominent thru clusters related to data analytics, 

operational risk, and fraud detection. Big Data enables Islamic financial institutions to integrate various internal and 

external data sources for real-time risk monitoring (Rahim & Noor, 2022; Sukmana et al., 2024). This finding reinforces 

the view that Big Data not only improves operational efficiency but also provides a more comprehensive and evidence-

based foundation for strategic decision-making (Koswara, 2024). 

The cluster related to Shariah compliance and Shariah governance emphasizes that Shariah compliance remains 

a central issue in the development of Shariah-compliant financial technology. The use of technology such as Natural 

Language Processing (NLP) for contract and transaction analysis has been proven to help detect potential Sharia 

violations more quickly and consistently (Ahmed & Rustam, 2021; Shalhoob & Babiker, 2025). This supports the 

findings of the IsDB (2021), which stated that digitalization can strengthen the sharia governance system if applied 

correctly. 

Nevertheless, the results of the overlay visualization reveal the emergence of new issues that are gaining 

increasing attention, particularly those related to technology ethics, algorithmic transparency, and the accountability of 

AI decisions. The literature emphasizes that using AI without adequate explanation has the potential to create black box 

problems, which are difficult to accept in the Islamic financial system that demands clarity and fairness (Qasim & 

Fauzi, 2023; Khan, 2025). This condition confirms that technological progress must be balanced with the strengthening 

of ethical and governance aspects. 

The emergence of the keyword Explainable AI (XAI) as a recent research topic reflects the need for AI models 

that can be explained and audited by regulators and the Shariah Supervisory Board. Some studies confirm that XAI has 

the potential to be a solution for bridging algorithmic complexity with the demands of Sharia transparency (Nawaz, 

2025; Jokhio & Jaffer, 2025). With XAI, AI-based decisions are not only accurate but also legally and ethically 

accountable (Zafar & Ali, 2025). 

From an institutional perspective, the analysis results indicate that the adoption of AI and Big Data in Islamic 

finance still faces structural challenges, such as limited digital infrastructure and competent human resources. The 

studies by Syedna et al. (2024) and Pambuko et al. (2025) emphasize that the success of digital transformation is highly 

influenced by organizational readiness and regulatory support. Without a clear policy framework, the implementation of 

technology can actually increase new risks, particularly those related to data security and consumer protection (Khan, 

2025). 

Overall, this discussion confirms that the integration of AI and Big Data in Islamic financial risk management 

provides significant benefits, but must be managed carefully and based on the principles of maqasid al-shariah. The 

bibliometric results indicate a research gap in developing an integrative framework that combines technology, ethics, 

and Sharia governance. Therefore, this research reinforces the urgency of developing Shariah-Compliant Explainable 

AI as a future direction to ensure that digital innovation not only improves efficiency but also maintains the fairness, 

transparency, and sustainability of the Islamic financial system (Alam & Gupta, 2024; Nawaz, 2025). 

4. CONCLUSION 

This research concludes that the integration of Artificial Intelligence (AI) and Big Data significantly contributes to 

strengthening the management of Islamic financial risk, from technical, operational, and Sharia compliance 

perspectives. Based on the results of the literature review and bibliometric analysis using VOSviewer, it was found that 

the utilization of AI technology—through machine learning, Natural Language Processing (NLP), and predictive 

models—is able to improve the accuracy of financing risk prediction, reduce the Non-Performing Financing (NPF) rate, 

and accelerate the detection of fraud and transaction anomalies. Meanwhile, Big Data plays a crucial role in providing a 

comprehensive and real-time database to support more effective monitoring of operational, market, and liquidity risks. 

However, this research also confirms that the application of AI and Big Data in Islamic finance still faces serious 

challenges, particularly regarding issues of technological ethics, data security and privacy, potential algorithmic bias, 

and the limited transparency of AI models, which contradicts the principles of Islamic justice and accountability. 

Therefore, this research emphasizes the importance of developing a technology governance framework aligned with the 

maqasid al-shariah, including the implementation of Explainable AI (XAI) to ensure that every algorithmic decision can 

be explained, audited, and accountable to regulators and the Shariah Supervisory Board. Overall, the findings of this 

research contribute theoretically and practically by offering an integrative approach that bridges digital technology 

innovation and Sharia values, ensuring that AI and Big Data serve not only as efficiency tools but also as key pillars in 

building a transparent, ethical, and sustainable Sharia financial system. 
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